OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
CaneacrBennoro komurera Poccuiickon Menepanun
no MBaHoBcKko# obmacTn

O He00X0UMOCTH MOBBIIIEHNSI YPOBHSI MPAaBOBOM 1 (PpHUHAHCOBOIT
rPaMOTHOCTH I'PaKJaH H «<KKOMIILIOTEPHOI THTHEHe» CPe/an
du3nyecKuX U IPUANYECKUX JHIL

B coBpemeHHOM MHpe MPOTUBOAEHCTBHE KUOEPHPECTYIMHOCTH SIBJSETCS OAHOM M3 HamOosiee
AKTYaJIbHBIX M CJOXHBIX KPUMHHOJIOTMUECKMX TpoOsieM. BbicoKas JTaTeHTHOCTb, POCT 4YHCIA
KMOEepIPECTYITHUKOB, COBEPLICHCTBOBaHWE WH(OPMALMOHHBIX TEXHOJOIUM, CO3AAIOLIME HOBbIE
BO3MOKHOCTH COBEPIIEHUS 3TUX MPECTYIUICHUH, HEOOXOIUMOCTb UHBIX MTOJXOJOB IPOTHUBOAEHCTBUS
MPECTYIJIEHUSIM, COBEPIIAEMbIM B BUPTYaJbHOM IPOCTPAHCTBE, CO3JAIOT YIrPO3bl AJIS TJI00ATbHBIX
MH(POPMAIIMOHHBIX ceTel 1 OOIIECTBA B LIEJIOM.

KubepripectyrieHuss — 3TO TPeCcTYIUIEHHWs, COBEpIIaeMble C WCIIOJIL30BAaHHUEM COBPEMEHHBIX
MH(POPMALIMOHHO-KOMMYHUKAIIMOHHBIX ~TEXHOJIOTUM, T.€. C KCIOJb30BAaHUEM KOMIbIOTEPHOMI
TeXHUKU /v VHTepHeTa B MH(MOPMAIMOHHOM (BUPTYaJIbHOM) IPOCTPAHCTBE, B KOTOPOM
HaXOJATCS CBEJICHUS O JIUIAX, IpeIMeTax, (hakTax, COOBITHSIX, SIBJICHUSIX, HAXOSAIIUECS B IBUKEHUN
M0 JIOKAJbHBIM M TJIOOAJTBHBIM KOMIBIOTEPHBIM CETAM, JTHOO CBEISHMS, XpaHANIMecs B MaMsTU
J0O0r0 (PU3MUECKOTO WM BUPTYaJIbHOTO YCTPOKCTBA, WM JAPYrOro HOCHTENs, NpeHa3HAYEHHOTO
IS UX XpaHeHus1, 00pabOTKU U Tiepeaayu.

[Mpectynienus: B 1aHHOU cdepe B HACTOsIIEee BpeMsl JOCTUIIIA OECpereIeHTHOTO pa3Maxa, 4emMy
Ype3BBIYAHO TOCIIOCOOCTBOBAJIO TMOBCEMECTHOE TMOJKIIOUeHre K VIHTepHeTy ¢ TOMOIIIbIo
HOYTOYKOB, CMapT(OHOB M TUIAHIIETOB, U TI0 MPaBY CUUTAETCS OHOM U3 CaMBIX MPUOBUILHBIX CTATEH
KPUMUHAJIBHOTO OM3HECa B LIEJIOM.
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[Toskasnyii, r1aBHOM PUYKMHON POCTa KOMITBIOTEPHOW MPECTYIHOCTU CTAHOBSITCS €€ KPUMUHOT€HHBIE
(pakTOpBI, BO3HMKILIME B X0O/ie coBeplieHcTBOBaHUS ceth MHTepHer. C nomouipio cetn «VHTEpHET»
KHOEpIPECTYITHUKM MOTYT COBEpIIaTh MPECTYIUIEHHEe AaHOHMMHO, CKpPbIBaTh CBOIO HCTHHHYIO
JUYHOCTh. Ee TpaHCrpaHWYHBIA XapakTep He OrpaHMYMBAET IPECTYIHUKOB TEPPUTOPUAIBLHBIM
IIPOCTPAHCTBOM U MO3BOJISIET YXOAUTh OT YTOJOBHOM OTBETCTBEHHOCTH.

Hamnbonee wacro  kuOepnpecTyruieHHs — SIBASIOTCS  (PMHAHCOBO-OPHEHTHPOBAHHBIMU U
OCYILECTBJISIIOTCS HOCPEICTBOM CJIE/IYIOIIHE THUIIOB aTaK:

- (ummHr - nonyyeHuwe JOCTyNa K KOH(UAECHUMAJIbHBIM AAaHHBIM IOJIb30BaTeNss (JIOTMHAM U
[apoJsisiM), C TOMOULIbI0 BHUPYCOB, IUMMOHCKUX IPOrpaMM, IpOrpamMM-BbIMOIaTesied U Jpyrou
COLIMAJIbHOW MHKEHEPUM — Yallle BCErO C LeJIbI0 KPaXy JIMYHBIX JAHHBIX WK (DMHAHCOBBIX CPE/ICTB.

B nomoOHbIX cxeMax M3TI00IEHHBIM CPEICTBOM 3JI0YMBIIUIEHHUKOB SIBJISIETCS 3JIEKTPOHHAS MOYTA.
CyTb MeTOz1a 3aKJII0YaeTCsl B MPUHYXKICHUM MOJTydaTesis MMCbMa K Nepexoy MO CChUIKE OT UMEHU
JIETUTUMHOM opraHu3auuu (6aHKa, HAJIOrOBOW CJTyKObl, MTOMYJIIPHOTO MHTEPHET Mara3uHa u T. 1.). B
MOOOHBIX CIIydasixX IeJbIo, 3a4acTyio, SBJISAETCS OBIaJileHne OAaHKOBCKUMMU JAHHBIMU.

- KHOepBHIMOIaTeJIbCTBO

Kak npaBuio, BHayajge y IOJb30BATENSA WIA KOMIIAHMM, IIOCJIE 3arpy3Kd BPEIOHOCHOIO KOJa
mmdpyrotcs aiiibl, a 3aTeM MOCTyNaeT NpeAjokeHre O BOCCTAaHOBJIEHHM B OOMEH Ha JEHEeXKHOe
BO3HarpaxaeHue (OObIMHO B BHUAE OWTKOMHOB WM JpPYroll KpUNTOBAMOTH). Tak Kak
rOCY/IapCTBEHHBIE JEHEKHbIE 3HAKM MOKHO OTCJIEUTD, & KPUIITOBATIOTY OTCJIEUTD CI0XKHO.

- (pmHAHCOBOE MOLIEHHNYECTBO

BosbIIMHCTBO  M3OLIPEHHBIX CcXeM (PMHAHCOBOIO MOIIEHHUYECTBA CBSA3aHO CO  B3JIOMOM
KOMIIBIOTEPHBIX CUCTEM OIEPaTOPOB POSHUYHOM TOPrOBJIM C LEJbI0 MOTyUeHNsI OAHKOBCKUX JTaHHBIX
0 TMOKymareasx (Tak Ha3blBaeMble IeJieBble aTaku) WM MOCIeAYIUMA MaHUIYJISALUAMU
MOJy4yeHHO MHpopMmaimeid. HekoTtopble THUIBI MOIIEHHUYECTBA, CBS3aHHOIO C (PUHAHCAMH,
Ype3BbIYANHO CJI0KHO OOHAPYKUTb.

KI/I6CpHpCCTy1'IHI/IKI/I HCIIOJIb3YIOT LICJII)II71 apCCHa Y3KOCICHHUAJIbHBIX 3HAaHUI W HABLIKOB B neaAax
MOJIYy4CHU A HCCAHKIMOHHUPOBAHHOI'O JOCTYIIA K OaHKOBCKHUM cyeTaM, COBEPUICHUA KpaX JIMYHOCTH,
BBIMOTI'aTCJIbCTBA CbI/IHaHCOBbIX CpEACTB, MONICHHUYECTBA, MNPECICAOBAHHUA W 3allyTUBaHUA WJIA
HCIIOJIb30BAHUSA 3apaXCHHOI'O KOMIIBIOTEPA B pa3B€TBJI€HHOI;'I CETU C LEJIbI0O COBECPUHICHHA aTaK Ha
KPYIIHbIE OpraHU3alu.

HpOTHBOILCfICTBHC C KI/I6epHpCCTy1'IJ'IeHI/IHMI/I BXOIUT B 00s3aHHOCTU MMPaBOOXPAHUTEJIbHbIX OPIraHOB.

PsapoBeie 1mosb30BaTENd  TaKXke MOTr'yT CYyHICCTBEHHO MOCIIOCOOCTBOBATD MMpECEUYCHUID POCTa
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KHOEpIpPECTYTHOCTH, 3a0JIOKUPOBAB OCHOBHOW METOJ] PACIpPOCTPAHEHMs] KHOEepIpPEeCcTyIICHHIA:
BPEIOHOCHOE MPOrpaMMHOe OOecTieueHue.

M36aBUBIIKCH OT BUPYCOB, INIMMOHCKOTO IMPOrPaMMHOTO 00ecredeH s ¥ IPOrpaMM-BbIMOTaTesel ¢
MOMOIIIBI0 COBPEMEHHOTO M 3(P(EeKTUBHOrO aHTUBUpYCa BBl HE TOJIBKO 3alUTUTE CBOI KOMIBIOTEP
OT BPEJOHOCHOU MPOrpaMMBl, HO IIPECEYETE MOMBITKY 37I0yMBIIUIEHHUKOB M0JIy4aTh BBITOY, B TOM
yucie Bamm (puHaHCOBbBIE CpeAcTBa NPOTUBO3aKOHHO — YTO SBJISETCS UX OCHOBHOW MOTHBALIMEH.

CoBeTsl 10 MpeaynpexAeHII0 KHOEPITPeCTyIICHHUI:

- UCTIOJIb3YHTE JIMLIEH3MOHHOE IPOrpaMMHOe OOecieyeHne IS 3aIlUThl OT 3apakeHUs1 KOMITbIoTepa
WJIN MOOMJIBHOTO YCTPOMCTBA MPH YCTAaHOBKE Pa3IMYHbBIX TPOTPaMM;

- YCTaHOBHUTE AHTUBHUPYCHYIO NPOrpaMMy HE TOJBKO Ha IEPCOHAJIBHBIM KOMIIBIOTEpP, HO U Ha
cMapTdOH, MJIAHIIET U IPYTyI0 TEXHUKY;

- He 3arpyxaiire (ailyibl U3 HEPOBEPEHHBIX UCTOYHUKOB;

- HC MEPEXOIUTE IO CCbUIKAM, COACPKAIMMCA B CllaM€ U APYTUX NOJO3PUTCI/IBHBIX JICKTPOHHLIX
n1ucbMax OTHpaBHTCHCfI, KOTOPBIX Bbl HEC 3HACTE;

- HC COO6H.I&IZTC HUKOMY CBOM NIAPOJIA U JINYHBIC NAHHBIC,

- BO3JEPKUTECh OT MOKYINOK Ha MAaJlOM3BECTHBIX U MOJO3PUTENbHbIX MHTEPHET-CAaWTax W Y JIHI,
OCYIIECTBIISAIOIINX TMPOJAXy TOBAPOB WM YCIYT B COIHUAIBHBIX CETSAX, OCOOCHHO TIpU
HEOOXOIMMOCTH BHECEHHM S TTOJTHOM MPeJOTUIAThI 32 TOBAp WU YCIIyTH;

- HCHOHB3YﬁTC CJIOKHBIC ITapOJik, COCTOAIINE U3 KOM6HHaHI/Iﬁ I_II/I(pp u 6YKB MNJIM MHBIX CUMBOJIOB;

- BO3IEPKHUTECh OT MapoJiel — JaT pOXIEHWs, UMeH, (paMWIMH, TO eCThb TeX, KOTOpbIe JIETKO
BBIYUCIIUTD JIUOO TIOJ00PATh.

OGecrieueHre 3aIIUThl OT KUOEPITPECTYIUICHUI MOXKET 3aHATh JIOBOJIBHO MPOJOJIKUTEILHOE BPEeMS 1
HEKOTOPBIX YCHJIMI 10 U3YYEHHUIO PA3JIMYHbIX [TPABHJI OBEJICHHUS B KHOSPIIPOCTPAHCTBE, HO BCeria
toro crout. CoOmoaeHre Takux npaBuil Oe3omnacHor padoTel B VIHTEepHETe, Kak BO3AEp:KaHUE OT
3arpy30K M3 HEU3BECTHBIX UCTOYHHKOB U MMOCENICHHUsI CATOB C HU3KOM peryTalyeil — 3TO 3paBbli
CMBICJI B paMKax MpeIoTBpallieHus1 KubepripectyruieHnil. BHUMartenpHoe 1 GepexHOe OTHOIIEHHE K
CBOMM YYeTHHIM M TIEPCOHATBHBIM  JaHHBIM MOXET IIOCIHOCOOCTBOBAaTh  3alllUTe  OT
37I0yMBIIUIEHHUKOB. OfiHako Hambosiee 3(P(PEeKTUBHBIM METOJOM 3aIlUTHI MO-MIPEKHEMY OCTAeTCs
UCIIOJIb30BAHKE COBPEMEHHOI'O U KAYeCTBEHHOTO aHTUBUPYCHOTO PEIIICHUSI.
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Aodpec cmpanuypi: https://ivanovo.sledcom.ru/folder/874259/item/1574075
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