OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
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ITamarka Ynpasaenusi «K» MBIl Poccun «Buabl MonmeHHAYeCTBa
C MCNOJIb30BaHNMEM BbICOKOTEXHOJOTHYHBIX YCTPOHCTB.
PexoMeHnmanuu no 3ammre oT JefCTBHA MOIIEHHUKOB»

Vnpasnenue «K» MBIl P® o TenecdoHHOM MOIIEHHUYECTBE, MOIIIEHHUYECTBE C MJIACTUKOBBIMU
KapTaMU ¥ O BPEJOHOCHBIX IIPOrpaMMax B MHTEpPHETE.

BBenenne

CeromHs1 B MOBCEIHEBHOM JKU3HH UCTIONb3YETCS MHOXKECTBO pa3HOOOPA3HBIX BBICOKOTEXHOJIOTUYHBIX
YCTPOWCTB — IJIACTUKOBBIX KapT, MOOWJIBHBIX TeJIe()OHOB U KOMIBIOTEPOB. [I0CTOSIHHO MOSBIAIOTCS
HOBBIE MOJIEJIU, IPOrPaMMBI ¥ CEPBUCHL. Bce 3To iesiaeT Hallly )Ku3Hb yIoOHee, HO TpeOyeT
OIpe/ICJIEHHBIX HABBIKOB M 3HaHUI. OJTHOBPEMEHHO C Pa3BUTHEM TaKUX yCTPOICTB NOSIBISAIOTCS
BUJIbl MOIIIEHHUYECTBA, TIO3BOJISIIOIINE OOMaHYTh M IPUCBOUTD JIEHEKHBIE CPENICTBA rpaxkaaH. UToObI
He MOJ/IaThCsl Ha YJIOBKU 3JI0YMBIIIIIEHHUKOB, IOCTATOYHO 3HAaTh, KAK OHM AEUCTBYIOT, M COOJIIOAATH
MpaBWJIa TMOJIb30BAHUSI MOOMJIBHBIMU TeJie(hOHAMHU, TUIACTUKOBBIMUA KAPTaMH U KOMITbIOTEPAMH.

[Ipoananu3upoBaB Bce Cilyyau TAKOTO MOIIEHHUYECTBA, ClielManucTsl Y npasieHus «K» MBJI
Poccun noarorosuim 11 Bac OHATHYIO M MOJIe3HYI0 namMATKY. IIpeniaraem BHUMATEIBHO
O3HAKOMUTBCS C COJIep)KaHUEM STOW OpOIIIOPHI U CJIEJOBATh HAIIMM peKoMeHIauusaM. OHM 3aIuTsT

Bac ot neiicTBuii MOIIEHHUKOB 1 cOeperyT Bamm cpencraa.
TEJIE®OHHOE MOIIEHHUYECTBO

TenedoHHOE MOIIIEHHUYECTBO U3BECTHO JABHO — OHO BO3HUKJIO BCKOPE MOCIIE MacCOBOTO
pacrpocTpaHeHUs JOMAUIHUX Te1e(OHOB.

B Hacrosiiee BpeMsi, Korjia IMAPOKO UCIIOIB3YIOTCSI MOOUJIbHBIC TeJe(DOHBI U JTMYHBIN HOMEp MOXKeT
OBITh y BCEX, OT JIECATHIIETHETO PeOEHKA JI0 BOCBMUJIECATUIETHETO IIEHCUOHEPA, CITyYan
Tes1e(POHHOIO MOLIEHHNYECTBA PACTYT C KaXIbIM T'OJJOM.

Vupasnenue «K» MBIl P® nannomuHaeT, 4To yarie BCEro B CETH TesIe(POHHBIX MOLIEHHUKOB
MOTAAAIOTCA MOKWIbIE WM TOBEpUYMBbIE JIOAU. ITpr 5TOM KaX bl YETOBEK MOKET CTaTh XKEPTBON
MOIIIEHHUYECTBA, €cJi He Oy/eT ClieJoBaTh MPOCTHIM IpaBUIaM Oe30MacHOCTH.
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OcHoBHbIE CXeMbl TeJIE(POHHOTO MOIIIEHHUYECTBA
Oo6maH 1o TenedoHy: TpeOOBaHHE BBIKYIIA
KAK 9TO OPI’TAHU30BAHO:

Bam 3BOHSAT ¢ HE3HAKOMOT'O HOMCEpa. MorreHHUK MpeACTaBJIACTCA POACTBEHHUKOM HJIM 3HAKOMBIM U
B3BOJIHOBAHHBIM I'OJIOCOM COO6IJ_[aeT, 4TO 3a€pKaH COTpYIHUKAMU IMOJIMITUA U OOBUHEH B
COBECPLICHUMN TOT'O UJIM MHOT'O MPECTYIVICHUA.

3to moxet ObiTh TII, XpaHeHue opykusi UM HAPKOTUKOB, HAHECEHUE TSKKUX TEJIECHBIX
MOBPEXKJICHUN U Jaxe YOUNCTBO.

Jlanee B pa3roBop BCTyMaeT sIKOObl COTPYAHUK Noauiuy. OH yBepeHHBIM TOHOM COOOILIAET, UTO YKe
HE pa3 MOMOTaJ JIIOIsM TaKiM 00pa3oMm. [l pemenus Bompoca HeoOXoAuMa Ompe/ieieHHasi CyMMa
JIeHeT, KOTOPYIO CJIeyeT IPUBE3TH B OTOBOPEHHOE MECTO WU MepeiaTh KAKOMY-JIMOO0 YeJIOBEKY.
Ilena Bompoca cocTaBiisieT OT OAHOM 0 Tpuaatu Teicstu aosuiapos CHIA.

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

B opranuzaiyu odmaHa 1o tesieoHy ¢ TpeOOBaHHEM BBIKYIIA YUYACTBYIOT HECKOJIBKO MPECTYITHUKOB.
3BOHSIIMI MOKET HAaXOAUTHCS KaK B UCTIPABUTEILHO-TPYIOBOM YUPEKACHUH, TAK U HA CBOOOIE.
HaGupas TenedoHHble HOMEpa HayraJ, MOIIEHHUK POU3HOCUT 3arOoTOBJIEHHYIO (hpasy, a janee
AefcTByeT 1o odcrosTeabcTBaM. Hepenko xepTBa cama ciiy4aiiHO MOJICKa3blBAaeT UMs TOTO, O KOM
oHa BoJiHyeTcsi. Ecnu xkepTBa nmpecTyruieHus Moaanach Ha 0OMaH U COTJIaCUIIach MPUBE3TH
YKa3aHHYIO CYMMY, 3BOHSIIMI Ha3bIBAET a/ipec, KyAa HyKHO Mpuexarb. YacTo MOIIEHHUKU
MpeAJIaraloT CHATh HEJOCTAIOIIYI0 CyMMY B OaHKE M CONIPOBOXKAAIOT KEPTBY JIMYHO. MOIIEHHUKH
CTapaloTCs 3alyraThb )KEPTBY, HE 1aTh €1l OIIOMHUTBCS, I03TOMY Be/1yT HEMTPEPbIBHBIN pa3roBop ¢ HEl
BILJIOTh JJO NOJTy4eHus JeHer. [locie Toro kak rpaxkJIaHuH OCTaBJIsET JEHbIU B YKa3aHHOM MECTe WU
KOMY-TO UX IIepeJlaeT, eMy COOOIIAIOT, IJje OH MOXKET YBUIETh CBOETO POJCTBEHHMKA WJIM 3HAKOMOTO.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:

ITepBoe u camoe ry1aBHOE NMPaBUJIO — IPEepBaTh Pa3rOBOP U MEPE3BOHUTH TOMY, O KOM HIET pPeyb.
Eciu tesieoH OTKIIIOYEH, TOCTApATECh CBA3AThCA C €r0 KOJUIETaMHU, APY3bsIMU U POACTBEHHUKAMU
IJ1s1 YTOYHEeHHUs! UH(opMauu. XoTsi OeClIOKOMCTBO 32 POJCTBEHHHMKA WM OJIM3KOro yesloBeKa
MeIlIaeT MBICTIUTD 3[PaBo, ClieyeT [IOHUMATh: €C/IM HE3HAKOMBII 4esIoBeK 3BOHUT Bam u Tpedyer
NIPUBE3TH HA HEKUI aJipec AEHEeKHYI0 CyMMY — 3TO MOIIeHHHUK. Ecii Bbl osyYnim 3BOHOK OT SIKOOBI
OJIM3KOrO POJICTBEHHHMKA MJIM 3HAKOMOTO C MH(OpMAIIMEN O TOM, YTO OH MOMajl B HEMPHUATHYIO
CHTYAalMIO, B Pe3yJIbTaTe KOTOPOW eMy IPO3HT BO30YKICHUE YTOJOBHOTO JIENa, U €CIIN 3BOHSIIHIA
MIPOCUT TMEPEAATh B3SATKY SKOObI COTPYAHUKY MTPABOOXPAHUTEIIbHBIX OPTaHOB, TOTOBOMY
YPETYJIMpOBaTh BOIIPOC, CJAENYET 3a1aTh YTOUHSIOLINE BOIPOCHL: «A Kak A BBIIJIIKY ?» win «Korna u
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IJIe Mbl BUJEJIUCh NIOCTIETHUIA pa3?», T.€. 3aaBaTh BOIIPOCH], OTBETHl HA KOTOPBIE 3HAETE TOJIBKO BbI
006a. Ecmu Bl pasroBapuBaete sIKOOBI C IPE/ICTaBUTENEM MPABOOXPAHUTENILHBIX OPraHOB, CIIPOCHTE,
U3 KaKoro oH ot/iesieHus noauuuy. [Tocsie 3BoHKa ciaeayeT HaOpaTh «02», y3HaTh HOMEp A€XKYPHOU
YacTH JAHHOT'O OTAEJIEHUs1 U TIOUHTEPECOBATHCS, AEUCTBUTEIBHO JIU POJCTBEHHUK UM 3HAKOMBbII
AOCTaBJIEH TYyAA.

Vupaenenune «K» MBJ] P® oOpariaeT Bailie BHUMaHUE Ha TO, 9TO TpeOOBAHUE B3SITKU SABJISETCS
MPECTYIUIEHUEM.

SMS-npocs6a 0 momMmomu

SMS-co001eHr st TO3BOJISIIOT YIIPOCTUTh CXeMy oOMaHa 1o Tesiedony. TakoMmy BapraHTy
MOIIIEHHUYECTBA OCOOEHHO TPYJHO MPOTUBOCTOSITH IMOKUJIBIM WM CITUIIIKOM IOHBIM BJIaJIeJIbIIAM
TesiepoHOB. [JOMOTHUTENBHYIO OTACHOCTh MPEICTABIISIOT YIIPOCTUBIINECS CXeMBbI MIEPEeBO/Ia ACHET Ha
CYET.

KAK 9TO OPTTAH1U30BAHO:

AOOHEHT ToJTyJaeT Ha MOOWIIbHBIH TesiehoH coodieHue: «Y MeHs mpodiaeMsl, Kuab 900 pyoieit Ha
3TOT HOMep. MHe He 3BOHH, Mepe3BOHI0 cam». Hepeako mobapiisieTcs: oOpalieHre «MaMa», «Ipyr»
WJIU IpyTHe.

KAK TIOCTVYTIATb B TAKOI CUTY ALINU:

[ToXWIIBIM JTIOJISIM, JETSIM U TIOJPOCTKAM CJIeyeT OOBACHUTD, 4TO HAa SMS ¢ He3HaAKOMBIX HOMEPOB
pearrpoBath Helb3sl, 3TO MOT'YT ObITh MOILIEHHUKH.

TenedoHHsIi HOMep-rpaduTesb. Pa3BUTHE TEXHOJIOTHIA M CEPBICOB MOOWIIBHOW CBSI3U YITPOLIAET
CXEMbI MOLLIEHHUYECTBA.

KAK 9TO OPTTAH1U30BAHO:

Bam npuxoaut SMS ¢ npocb00#l nepe3BOHUTH Ha YKa3aHHBI HOMEpP MOOMIJILHOTO TesiehoHa.
[Tpockba MoxkeT ObITH 0OOCHOBAHA JII0OOH PUUNHON — TIOMOILb APYTY, U3MEHEeHHe TapudOB CBSI3H,
npo0IeMBI CO CBsA3bIO WM ¢ Baieit 6aHkoBCcKoM KapToil M Tak aanee. [Tocie Toro kak Bei
nepesBaHuBaeTe, Bac nonro aepxar Ha mmHuK. Korja sto Hagoeaaer, Bbl oTkIIoOuaeTech — u
OKa3bIBaeTcs, 4To ¢ Bamero cuéra crivcansl KpyIHbIE CYMMBI.

HA CAMOM JIEJIE TIPOUCXOIUT CJIEIYIOIIEE:

CYIIIGCTByIOT CEPBUCHI C IJIATHBIM 3BOHKOM. Yare Bcero 3To Pa3BJICKATEJIbHBIC CEPBUCHI, B KOTOPLIX
YCJIYI' OKa3bIBAIOTCA 11O Tene(bOHy, U JOMOJHUTEJIbHO B3MMAaeTCs IiaTa 3a caM 3BOHOK. Pekiama
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TaKUX CEPBUCOB Bcerja MH(POPMUPYET O TOM, YTO 3BOHOK IUIATHbIA. MOIIIEHHUKY PErucTpupyIoT
TaKOW CEPBUC U PACHPOCTPAHSAIOT HOMep 0e3 MpelynpexIeHusl O CHATUM IJ1aThl 32 3BOHOK.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:

Vnpasnenne «K» MBIl P® HacToATEIbHO COBETYET HE 3BOHUTH MO HE3HAKOMBIM HOMEpaM. ITO
€IMHCTBEHHBIN CIIOCO0 00e30macuTh ceds1 OT Tene)OHHBIX MOIIIEHHUKOB.

Teusiecponnbie BUpycChI

OueHp YacTo UCob3yeTcs (popmMa MOIIEHHUYECTBA C UCIIO3b30BaHUEM Tesle(pOHHBIX BUpYcoB. Ha
TenedoH aboHeHTa MPUXOAUT COOOIIEHHe cleayoiero Buaa: «Bam npumo MMS-coobimenue. s
MOJTyYeHHsI POMIUTE TIO CChUIKE...». [Ipr mepexoje o ykazaHHOMY ajipecy Ha TejedoH
CKauMBAaETCs BUPYC U MPOMCXOJUT CIIMCAHUE AEHEKHBIX CPE/ICTB C BaILIETO CUeTa.

Jpyroii B1J MOIIEHHUYECTBA BBITJIAAUT Tak. [IpH 3aka3e Kakon-1u00 yciayru yepes3 sKoObl
MOOMJIBHOTO OTIEpaTOpa WU MPHU CKAYMBAaHUK MOOUJIBHOTO KOHTEHTa AOOHEHTY MPUXOAUT
npeaynpekieHne Busa: «Bel cobnpaeTech OTIpaBUTh COOOIIEHHE HA KOPOTKUI HOMED ..., AJIS
MOATBEPKIEHUSI OTIePaLly, OTIpaBbTe coodieHue ¢ udpoii 1, ans ormensl ¢ ugpoit 0». [pu
OTIpaBKe MOATBEPKAEHHS, CO CUeTa a0OHEHTa CITMCHIBAIOTCS JEHEKHbIE CpeiCcTBa. MOIIEHHUKN
UCMOJB3YIOT ClIEUAJIbHbIE TPOrPaMMBbl, KOTOPBIE TTO3BOJISIIOT ABTOMATUYECKH T€HEPUPOBATh ThICSUU
Takux cooduienuid. Cpa3y mocJe nepeBoja ieHer Ha (hajbIIUBbIA CYET OHM CHUMAIOTCS C TesiepoHa.

He cnenyer 3BOHUTH IO HOMEpPY, C KOTOPOTo oTHpasieH SMS — BlloJIHE BO3MOKHO, YTO B TOM
citydae ¢ Baiero tenedona OyeT aBTOMaTUIECKH CHATA KPYyITHas CyMMa.

CyIecTByeT MHOKECTBO BADUAHTOB TAaKUX MOIIIEHHUYECTB. BybTe OauTebHb!

Boiurpeim B JoTepee
B cBs13u ¢ npoBejeHneM BCEBO3MOKHBIX PEKJIAMHBIX aKIUi, JIOTEPEH U PO3BITPHIIIEN, OCOOEHHO ¢
y4yacTHeM paJMOCTaHLMIA, MOIIEHHUKH YaCTO UCHOIB3YIOT UX JIJIsl IPUKPBITHS CBOEH J1€ATEIbHOCTH U
oOMaHa JIIJeH.

«BsI mobeinm, cooOIInTe KO KapThl IKCIPECC-OIIAThI»

Kaprouku skcrnpecc-oriaTsl ynpoCTWIM IPOLEAYPY 3aUMCIIEHUS JEHEKHBIX CPEICTB Ha CUET, HO
OJIHOBPEMEHHO U OTKPBLIN HOBBIE BO3MOKHOCTH [1J11 MOILLIEHHUKOB.

KAK 9TO OPI'TAH1U30OBAHO:

Ha Bamm MoOuibHbI TesehOH 3BOHUT SKOOBI BN MOMYJISIPHOR PaJAMOCTAaHLIUK U TTO3JPABIISIET C
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KPYIHBIM BBIUTPHILLEM B JIOTEPEE, OPraHU30BAHHOU paIMOCTaHIIMEN U OIIEpaTOpOM

MOOMJTBHOM CBSI3U. DTO MOKET ObITh Tee(OH, HOYTOYK WM Aaxe aBTOMOOWIb. YTOOBI MOITyYUTh
npu3, HEOOXOIMMO B T€YEHHE MUHYTHI JIO3BOHUTHCS HA PaIMOCTAHIIHIO.

[epe3BoHuBIIIEMY AOOHEHTY OTBEYAET COTPYIHHK «IIPU30BOTO OTIEa» W MOJAPOOHO OOBSCHSET
yCJIOBUS UTPHI:

IIPOCUT NIPEACTABUTHCS U Ha3BaTh IO POKIEHUS;
IPaMOTHO yOek/aeT B YECTHOCTU aKIMK (HUKAKUX B3HOCOB, IEPEUTPOBOK U T.11.);

CIIpaIIMBAET, MOXKET JI1 a0OHEHT ePEeBECTU Ha CBOW HOMEDP JIEHEXKHbIE CPeJICTBA C KapThl SKCIIpecc-
OIUIaTHl Ha onpeneaeHHyo cyMMmy (0T 300 10y11apoB U BhILIE);

OOBSICHSIET, YTO B TEUEHHE Yaca HEOOXOAUMO MOATOTOBUTh KAPThl SKCIIPECC-OIIATHI JIIOOTO
HOMMHAJIa Ha YKA3aHHYIO CyMMY U €llie pa3 Nepe3BOHUTH ISl PETUCTPALIMU U [IPUCBOEHUS
MEPCOHAILHOTO HOMeEpa ModeAnTes1, COOOIaeT HOMEP, Ky1a HaJIo NePe3BOHUTD;

MOSICHAET MOPS/IOK MOCIEAYIOIMX AeUcTBUM Juis oaydyeHus npusa: ¢ 10.00 o 20.00 Takoro-to
yrcia abOHEHTY HEOOXO0IMMO C MaclopToM, MOOMIIBHBIM TeJ1e(pOHOM M TPUCBOESHHBIM
MePCOHAILHBIM HOMEPOM TPUOBITh TI0 YKa3aHHOMY afpecy [isi 0bOpMIIEHHS paIOCTHOTO COOBITHSI.

Ecnu no kakuM-To mpuunHaM aOOHEHT He CMOKET B TEUEHHUE Yaca KYIUTb IKCIPecc-KapTy, TO BCe
PaBHO JIOJIKEH MMO3BOHUTH [IJI51 COIJIACOBAHUS JAJILHENIIUX IEACTBUM.

3areM MOIIEHHUK OOBbSICHSIET MOPSAOK aKTUBALIMK KapT: CTEPETh 3alUTHBINA CJIOW; TO3BOHUTD B
NIPU30BOM OT/IENT; IPY MEPEKTIOUYSHUH Ha OllepaTopa — COOOLIUTh CBOM KOJIBI. SIKOOBI orepaTop ux
AKTUBHPYET Ha HOMEp aOOHEHTa, a MPU30BOM OT/IENI KOHTPOJIMPYET MPABUIBHOCTD €ro AeCTBUM,
TI0CJIE Yero MpUCBauBaeT eMy MEePCOHAIbHBII HOMED, C KOTOPBIM «IIOOEUTENb» J0JIKEH €XaTh 3a
IIPU3OM.

Ho ecnu Bl npeyioxkute caMoCTOsTeIbHO aKTUBMPOBATH KAPThl HA CBOM HOMEP M MpUeXath C
JOKa3aTeIbHbIMU JIOKYMEHTaMH U3 COTOBOW KOMIAHUH, TO 3TO OOBSABAT HAPYIIEHUEM MPaBUII
PEKJIaMOi aKIUH.

Hcnoub3yoTcs U Apyrue BapuaHThl MOIIIEHHNY e CTBA.
Bam MoskeT mOCTymuTh 3BOHOK OT SIKOOBI MPEICTABUTES Ballleld COTOBOW KOMITAHUHM, KOTOPbINA

IIPEJIOKUT MOMOJIHUTB CYET KAPTOUYKOU IKcIpecc-omuiaTel. Ho nmpeskzae yem coBepints oruiaty, Bel
IOJDKHBI OyaeTe cooOmuTh onepatopy Juublii [TMH-ko, mepe3BOHUB Ha ONpe/ieIeHHbIA HOMEp.
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HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

3ajavya MOIIEHHUKOB — BBIHYIUTh Bac KyIuTh KapThl 9KCIIpecc-OILIaThl HA KPYIHYI0 CYMMY U
COOOIIUTD JIMYHBIA KOJ C 3TUX KapT. DTO MO3BOJUT 3/I0YMbILUIEHHUKAM IPUCBOUTH CPEJCTBA C ITUX
kapt. [Ipu3 u «nodega» — npuMaHKa, MPU3BAHHAS YCHITUTh Ballle BHUMAaHUE U OJUTEIbHOCTb.

KAK TIOCTVYTIATb B TAKOI CUTY ALINU:

VYnpasnenne «K» MBIl P® HannoMuHaeT, 4TO aKTUBUPOBATh KAPTOUKU IKCIIPECC-OILIATHI CIeTyeT
VICKJIIOYUTENIBHO YEPE3 CHELMAIbHBIN KOPOTKUI HOMEDP, YKa3aHHBIM Ha KApPTOUKE, a IMYHBIN KOJ
HUKOMY HHUKOTI'JIa HE cOO0IIaeTcsl.

Bcé ato YKa3aHO Ha KapTe 3KCIPECC-OIIAThl — U B IIEPBYIO OUYEPECAb HAJO0 CJIEA0BATH 9TUM IIpaBUJIaM.

Ecmm Bam MOCTYIIUJIO MPEJIOKCHHUE OT paAUOCTAHINU AKTUBUPOBATH KAPTOYKHU IKCIICPEC-OIIaThl —
HE BEPbTE. Paguocranuuu HUKOrga He TpeéyfoT AKTUBUPOBATb KaPTOYKHU IKCIIPECC-OILIATHI ITPpU
IMPOBEACHNHU JIOTEPCH.

«Bpl BBIMTpain MalIMHY, HYKHbI JEHbIU JJ151 €€ 0(pOpMIICHUSI»

Brirpsli npu3a MOKET CTaTh HE TOJBKO IPUMAHKOM, HO U TMIOBOIOM 3aTpe0oBaTh epeunCIIeHUs
KPYITHBIX JEHEXHBIX CPEJCTB A/ O(POPMJIEHUS HYKHBIX JOKYMEHTOB.

KAK 9TO OPI'TAH1U30OBAHO:

Ha Bam moOuibHBIA TesiehOH — Kak MpaBUJIO, B HOUHOE BpeMs — IpuxoauT SMS-coobleHue, B
KOTOPOM IOBOPHTCS O TOM, UTO B pe3yJbTaTe MPOBEAEHHOM JJoTeper Bbl BHIMTpan aBTOMOOUIIb.
Yamie Bcero 310 Audi A6, HO yIIOMUHAIOTCA U IPyrvie U3BECTHbIE MHOCTPAHHBIE MOJEIN U MAPKHU.

,H)'IH YTOUYHEHUSA BCEX ,HeTaJ'IefI Bac MMpOCAT ITOCETUTD OHpeHCHCHHLIfI CalT ¥ O3HAKOMMTBLCS C
YCJIOBUAMM aKIIUMU MO0 TTO3BOHUTH I10 OJHOMY M3 YKa3aHHBIX TGJIG(l)OHHbIX HOMEPOB.

Bo Bpems pa3roBopa MOIIEHHUKH COOOIAIOT O TOM, YTO HAJI0 BBITIOJIHUTH HEOOXOJUMBbIE
(bopMasTbHOCTH: YIIATUTH TOCHIONUIUHY U OPOPMUTH HEOOXOAUMbIE TOKYMEHTSI. [IJ1s1 3TOro
HEOOXOIMMO TIEPEYMCIUTh Ha CYEeT CBOEro MOOWIbHOTO Tesedona 30 Teicsa pyoiei, a 3aTem
HaOpaTh onpeaeaeHHy0 KOMOUHAIMIO 1IU(P ¥ CUMBOJIOB IKOOBI /7151 IPOBEPKU MOCTYIUICHUsT JICHET
Ha CYET U IIOJIYYCHUA «KOAAa PETUCTPALN> .

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

KomOunarus mmdgp 1 cumMBOJIOB, KOTOpYIo Bbl HaOupaeTte, Ha caMOM jieie SIBJISIETCS KOJIOM,
6n1arogapsi KOTOPOMY 37I0YMBIIUIEHHUKY MOIYYaloT JOCTYII K MEPeurcieHHbIM cpeacTBaM. Kak
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TOJIbKO KOJI HaOpaH, cueT OOHYJISIETCs], @ MOIIEHHUKU UCYE3ai0T B HEM3BECTHOM HAIPaBJICHHH.
KAK ITOCTVYIIATb B TAKOU CUTY ALIUU:
VYnpasnenue «K» MBI P® npenynpexaaer: ecav Bol y3Hau o MpoBEAEHUH JIOTEPEU TOJIBKO B
MOMEHT «BBIUI'PBIILIa», U TIPY 3TOM paHee Bbl He 3amosiHAIM 3a8BKY HA yyacThe B HEW U HUKaK He
MOATBEPIK/IAJIM CBOE yyacTHe B PO3BITPHIIIE, TO, BEpOsITHEE BCero, Bac meITaloTcsi 0OMaHyTh.
OdopmieHne JOKyMEHTOB U y4acTHe B TAKUX JIOTEPEsX HUKOTAA HE TPOBOAUTCS TOJIBKO MO
tesnedony u HTepHeTy.

IIpocToii Ko OT onepaTopa CBA3H
KAK 3TO OPTAHU30BAHO:
Bam nmocrynaet 3BoHOK 1100 nipuxoaqut SMS-coodiienue skoObl OT COTPYAHUKA CITYKObI
TEXHUYECKOH NMoAaep:kku Bamero onepatopa MoOMIbHOM cBs13u. OOOCHOBAaHMSI STOTO 3BOHKA WJIH
SMS moryT ObITh CAMBIMU Pa3HBIMU:
MpeAIoXKEeHNEe IOAKIIOUUTh HOBYIO SKCKJTIO3UBHYIO YCIIYTY;
IJIs1 TIepepErucTpaliy BO N30eKaHne OTKIIIOUSHHUsI CBS3H U3-32 TEXHUYECKOTO cOO0s;
IJIs1 YJTy4IIeH!s] KauecTBa CBS3H;
st 3authl oT CITAM-pacchuiku;

MPEIJIOKCHUE IPUHATD YYAaCTHUE B aKIIMU OT Ballero COTOBOI'O oreparopa.

Bawm npepnaraercst HabpaTh O[] TUKTOBKY KOJ WM cooOieHne SMS, KoTopoe NMOAKTIOYUT HOBYIO
YCIIYTY, YAYYIIAT KAYeCTBO CBSI3U U T.I1.

HA CAMOM JIEJIE TIPOUCXOUT CJIEIYIOIIEE:

Kon, kotopslii Bam npeasioxar oTnpaBuTh, IBISETCS KOMOMHALIMEH JUTSI OCYIIECTBICHUS
MOOMJIBHOTO TIEPEBO/IA ICHEKHBIX CPEICTB CO cueTa aDOHEHTa Ha CUeT 3JI0yMBIIIEHHUKOB. Kak
TOJIBKO BbI €ro Habepére, Bai cuér Oyaer onycroméH. Hukakas yciayra He OyJeT NOJAKJII0YeHa.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:

Vupasnenue «K» MBI P® obpamaer Barie BHuMaHue, 4to aodast ynpoliéHHas npoieaypa
M3MEHEHUs TapU(PHBIX [JIAHOB BBHITJIAUT NOA03puUTEIbHO. He eHnTech nepe3BaHuBaTh CBOEMY
MOOMJIBHOMY ONEpaTopy 1Sl yTOUHEHUs1 YCIOBUM.
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SMS-coo0b1ieHnst MOryT ObITh caMbiMU pa3HbIMH. CoBeTyeM BaM KpUTHUECKH OTHOCUTBLCS K TAKMM
COOOILEHHSIM U HE CIIEIIUTb BBIIOJIHUTD TO, O YeM IpocAT. Jlyullle T0O3BOHUTE ONEPATOPY CBA3M,
y3HaiiTe, Kakasi CyMMa CIMILIETCS ¢ Balllero cyeTa npu oTipaBke SMS miy 3BOHKE Ha YKa3aHHBIN
HOMeED, 3aTeM cooOLuTe o npuienmeil Ha Bam tenedon nngopmanun. Oneparop onpeaesuT Toro,
KTO OTHpaBiseT 3Tu SMS u 3a0JI0KHpyeT ero akKayHT.

IIITpacHbie caHKIUM ¥ YTpo3a OTKJIKYEHHUsI HOMepa

KAK 9TO OPTTAH1U30BAHO:

370yMBIIIJIEHHUK MPEJICTABISAETCS COTPYAHMKOM CITyKObl TEXHUUECKOW MOANEPKKHU OrlepaTopa
MOOWJIBHOM CBSI3W M COOOIIIAET, YTO MPOU3O0IILIO HAPYILIEHHE YCIIOBHIA JOTOBOpA:

aOOHEeHT CMeHWJT Tapu(HbIN TJIaH, HE OTIOBECTUB OIEPaTopa;

HE BHEC CBOEBPEMEHHO OILIaTy;

BOCIIOJIB30BAJICS YCIyTaMy POYMHHTA Oe3 MpeaynpexaeHus U TaK JaJiee.

YrtoObl peJOTBPAaTUTh OTKJIIOUEHHE HOMepa, Bam npeanaraercs:

KYIUTb KapThl SKCIPECC-OIIAThl M COOOIIUTD UX KOJbI;

NepeBECTH Ha CBOI HOMEP CymMMy LuTpacda U HaOpaTh KOJ;

NepeBECTH CPEACTBA HA YKa3aHHbI HOMEP.

[Tocne aToro Bhl sIKOOBI cMOXeTe JOKa3aTh CBOI HEBUHOBHOCTb U IIPU TOM COXPAHUTE CBOM HOMEP.
HA CAMOM JIEJIE ITPOUCXOONT CIIEAYIOHUIEE:

[MTonb3ysice Tem, uto TesaedoH Bam HykeH MOCTOSHHO U IOTEPs] HOMEpa MOXKeET cTaTh i Bac
KPUTHUYECKOM, MOIIIEHHHK 3armyruBaeT Bac. B pe3ysbrare oH mosryyaeT BO3MOKHOCTb PUCBOUTH cede
Bamm cpenctBa — ¢ KapT 9KCIpecc-oIuiaThl JMOO HAMPSIMYIO CO CUETa TenedoHa.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:

Vupasnenue «K» MBIl P® pekomeHnyeT nepe3BaHuBaTh CBOEMY MOOUIBHOMY OIEPATOPY AJIs
YTOUHEHUS YCIIOBHIA.

[Tomuute, uTo y Bac, kak y noTpeOuTess yCayr cBs3H, €CTb IpaBa, KOTOPbIE 3aIIUIAIOTCS 3aKOHOM.
Hukaxkoii orepaTop cBsI3M He MOKeT TpeOOBaTh BHIIIAYMBATh €My LITpadbl 10 TeX Mop, noka Bara
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BUHA He Oy/IeT JoKa3aHa.
Ommno6o4YHbIi EepeBO/] CPeICTB
KAK 9TO OPTTAH1U30BAHO:

Bam npuxoaut SMS-coo0ieHne o MoCTyIUIEH|H CPEJICTB Ha CYET, MEPEBEICHHBIX C IIOMOIIIBIO
yciyru «MoOWIbHBIA TIepeBo1» MO0 ¢ TepMUHaJIa oruiat yciayr. Cpasy mociie 3Toro noctynaer
3BOHOK, 1 Bam coo6miaior, uto Ha Bai cyer omm604HO niepeBeIeHbl ASHBIH U MPOCST BEPHYTh UX
00paTHO TeM ke «MOOWIBHBIM IEPEBOIOM» JINOO MEPEBECTU Ha «IIPABUJIbHBII» HOMep. Bbl
NIEPEBO/IUTE, [IOCTIE YEro TaKasl e CyMMa CIMChIBaeTcs ¢ Baiero cuéra.

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

YroObI BO BTOpPOU pa3 crmcath cymMMy ¢ Barrero cuéra, 370yMBIIIITIEHHUK UCHIONB3YET Y€K, BhIIAHHBIN
npu nepeBozie aeHer. OH oOpalnaeTcs K ornepaTopy ¢ 3asBjeHHeM 00 OIMOOYHOM BHECEHUH CPEJICTB
Y MPOCHOOH MEePEeBECTH UX Ha CBOM HOMEP.

To ecTh nepBbId pa3 Bl epeBoguTe JEHBIM MO €r0 MPOCchOe, a BO BTOPOM pa3 OH MOJIyYaeT Ux 1o
IpaBUJIaM BO3BpaTa CpeJICTB.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:

Vnpagnenne «K» MBJ] P® coBeryer Bam He nogaBatecst Ha ooOmaH. Eciin Bac nipocsiT nepeBectu
SIKOOBI OIIMOOYHO NEPEBEAEHHYIO CYMMY, HATIOMHUTE, YTO AJIs1 9TOro Ucojb3yeTcs 4ek. OTroBopka,
YTO «YeK MOTEPSH» CKOPEe BCEro CBUIETEIbCTBYET O TOM, UTO ¢ BaMu 0011aeTcss MOIIEHHUK.

Hoctyn k SMS u 3BoHKaM

MHorue moau XoTs1 Obl pa3 B )KU3HU UCTIBITHIBATN JIIOOOTBITCTBO MO OTHOIIEHHIO K YaCTHOM JKU3HH
CBOMX POJICTBEHHUKOB M 3HAKOMBIX. MOOMIbHAS CBSA3b, (pUKCUpyst SMS 1 3BOHKH, TAET JTOKHOE
OILYIIEHUE, YTO KaXK/IbI MOXKET CTaTh IIMUOHOM. Y MOIIIEHHUKY MOJIb3YIOTCS STUM.

KAK 9TO OPI'TAH1U30OBAHO:

B NntepHete nim npecce myOiMKyeTcsi 00bsBIeHNE, B KOTOpOoM Bam nipeniaraercst u3yunthb
coaepxanue SMS-cooOIIeHmii U CIMCOK BXOAIIMX M UCXOISAIIMX 3BOHKOB MHTEpecyloliero Bac
aboHeHTa. /111 9TOr0 HEOOXOIMMO OTHPABUTH COOOIIeHHe cToMMOCThIo OT 10 10 30 pyo. Ha
yKa3aHHBII KOPOTKUI HOMEP UM BIMCATh B IpejyiaraeMyio (hopmy HoMep TesneoHa aDOHEHTa.

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:
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[Tocne Toro kak Bel otipaBute SMS, ¢ Baiiero cuera cnumiercsi CcyMMa HAMHOTO OOJIbIIIE TOH, YTO
Obl1a yKa3aHa MouieHHuKamu — 10 500 pyouneit. Pasymeercs, narepecymomas Bac nuagopmanus tak u
HE MOCTyIaeT.

HpI/I 3TOM OOJIBLIITMHCTBO MOCTpagaBIINX HE 06pa1ua10Tc;1 B ITIOJIMIIUIO, HE KEJlasd NIPU3HABATLCA B
KEJIAaHUU INIMAOHUTDL 3a APYT'UMH JIIOAbMU. B PE3YJIbTAaTE MOILICHHUKUN OCTAIOTCA Oe3HaKa3aHHBIMU.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:

Vnpasnenne «K» MB/I Poccun npeaynpexaaer: npeayioxkeHue o MPeI0CTaBIEHUH JaHHOU YCIIyTH
ABJIAAETCS MOILIEHHUYECTBOM, TaK KaK TaKas yCIyra MOXET OKa3blBaThCS UCKJIIOUUTEIBHO
olrepaTopaMy COTOBOM CBSI3U M B YCTAaHOBJIEHHOM 3aKOHOM NOpsiAKe!

MOHIEHHUYECTBA C BAHKOBCKUMMU KAPTAMM

BaHKOBCKast KapTa — 3TO MHCTPYMEHT JIJIsl COBEPIIICHUS IUIATEXEH 1 IOCTyNa K HAJTMYHBIM CPEACTBAM
Ha cu€re, He TPeOYIOIIUI ISl 3TOro MPUCYTCTBUS B OaHKe. Ho mpocToTa rcroib30BaHus OaHKOBCKUX
KapT OCTaBJIsSIET MHOXKECTBO JIa3eeK JIJIs1 MOIIIEHHUKOB.

KAK 9TO OPI'TAH1U30OBAHO:

Bam npuxoaut coobmienre o ToM, uTo Bama 6aHkoBckast kapra 3abiaokupoaHa. [Ipenaraercs
OecrIaTHO TO3BOHUTH HA OMpe/IeIEHHbI HOMEp VISl OMy4YeHUs OAPOOHON MH(POPMALIUH.

Korza Bol 3BoHMTE 110 yKa3zaHHOMY TeliepoHy, Bam cooOmmaioT o ToM, 4To Ha cepBepe, OTBEUaloIeM
3a 00CITy)KMBaHUE KapThl, IPOU30IIesT cOOM, a 3aTeM MpocsAT cooOmmTh HoMep KapThl 1 [TMH-kox
IJIs1 ee TiepeperucTpaiym.

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

UYroOsl orpaduth Bac, 370yMbIIIIeHHUKaM HyKeH Juiib Homep Bameii kaptel 1 [IMH-koa. Kak
TOJIBKO BBl MX cooOmmure, eHsru 6yayT cHATH ¢ Bamero cyera.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:

Vnpagsnenne «K» MBJ] P® npeaynpeskiaer: He TOPOIUTECh COOOIATh PEKBU3UTHI Batlieit kapTol! Hu
OJlHA OpraHM3aIvs, BKIovas 0aHkK, He BripaBe Tpedosats Bam [TMH-kox! 15 Toro, 4To0s!
MIPOBEPUTH MOCTYNMUBILYIO MH(POPMALIUIO O OJOKUPOBAHUU KAPThl, HEOOXOAUMO MO3BOHUTH B
KJIMEHTCKYIO CITy KO0y nojepxku 6anka. Ckopee Bcero, Bam oTBeTsT, YTO HUKaKUX cOOEB Ha
cepBepe He IPOUCX0auIIo, a Balia kapra nmponoypkaeT o0cyKMBaThCsl OAaHKOM.

VITPABJIEHUE «K» PEKOMEHYET!
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Baageabam niacTukoBbIX 0AHKOBCKUX KapT
Kak 3aimmrutbest OT MOILIEHHUKOB

B nocnennee BpeMst HaOMOJaeTCSl POCT YKCTIA CIIyYaeB MOIIEHHIYECTBA C TUIACTUKOBBIMU KapTaMH.
Vnpasnenne «K» MBIl P® pekomeHnnyer BceM BiiajesbliaM IUIACTUKOBBIX KapT CJe10BaTh paBUIaM
0e30IMacHOCTH:
IINH-KOJ - KJIIOY K BAIIIUM JIEHbI'AM
Hukorna u Hukomy He cooOmaiire [ITMH-kon Bamieit kapThl.
Jlydie Bcero ero 3artOMHUTb.

Otnocurech k [IMH-koay Kak K K104y OT ceiida ¢ BallluMH CPeICTBAMHU.

Henp3s xpanuts [TMH-kox psitom ¢ kapToit u Tem 6ostee 3amuckiBaTh [IMH-ko1 Ha HE€ — B 3TOM
ciyvae Bel qake He ycrieete 00e30MacUTh CBOHM CUET, 3a0JJOKMPOBAB KapTy MOCIIE KPakKH WIH yTEPH.

BAIIIA KAPTA - TOJIBKO BAIIIA

He no3BossiiTe HUKOMY MCIIOIL30BaTh Ballly M1acTUKOBYIO KapTy — 9TO BCE paBHO YTO OT/ATh CBOU
KOUIEJEK, HE IEPECUUTHIBAS CYMMY B HEM.

HHU V KOI'O HET ITPABA TPEBOBATD BAIII ITUH-KO/]

Ecar Bam no3BoHWIM U3 Kakou-IM00 OpraHu3alyu, Wik Bbl MOTy4niIv MUChbMO IO JI€KTPOHHOM
noyre (B TOM 4uciie U3 OaHKa) ¢ MPOckOOi cOOOMUTh peKBU3UTH KapThl 1 [TMH-kox nox
pa3IMYHBIMU IPEJIOraMu, He CIIelInTe €€ BHIIOIHATh. [I03BOHUTE B YKa3aHHYI0 OpraHU3alMIo U
cooO1muTe 0 JaHHOM akTe. He nepexonure o yKazaHHbIM B IIUCbME CChUIKAM, TIOCKOJIbKY OHU
MOTYT BECTU Ha cailTbl-1BOMHUKU. [lomHuTe: xpanenue peksusuros u [IMH-kona B TaiiHe — 310
Baiia oTBETCTBEHHOCTD U O0SI3aHHOCTb.

HEME/JJIEHHO BJIOKUPYWUTE KAPTY IIPU EE YTEPE

Ecnu Bel yrpatuimm KapTy, CpOYHO CBSIKUTECH C OAHKOM, BBIIABIIAM €€, COOOIIHUTE O CYYMBIIEMCS 1
clieyiTe MHCTPYKIUAM COTPYyAHMKA OaHKa. J{is aToro nepxwure tenedoH OaHKa B 3aNMCHOW KHUKKE
WY B CIICKE KOHTAKTOB Bariero MoOouibHOTO TesedoHa.

MOJIb3YHUTECH 3ANIUIIEHHBIMUA BAHKOMATAMHA

[Tpu npoBeaeHuM onepanuii ¢ KapToi MoJIb3yHTeCh TOJbKO TEMU OaHKOMAaTaMH, KOTOpbIe
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PacIoIoKeHbI B O€30IMAacHBIX MeCcTaxX U 000PYIOBAHBI CUCTEMOW BUACOHAOMIOIEHNS M OXPAHOU: B
rOCY/IapCTBEHHBIX YUPEKIEHUSIX, OaHKAX, KPYITHBIX TOPrOBBIX IIEHTPax U T.JI.

FpaxcaaHe, MOJIb3YI0HueCAa OaHKoOMaTaMu Oe3 BI/IIICOHa6)'IIOI[CHI/IH, MOT'YT IOABEPIrHYThCA
HalmaACHUAM 3JIOYMBIIIJICHHUKOB.

OITACAMTECH IOCTOPOHHUX

Cogepinasi orepaiyy ¢ IIaCTUKOBOM KapTOH, CIIeANTE, YTOOBI PSIOM He ObLIIO TIOCTOPOHHMX JIIOJCH.
Ecnut 5T0 HEeBO3MOXKHO, CHUMUTE JIEHBI'M C KAPThI TIO33Ke JTMOO0 BOCIIOIB3YUTECH IPYTMM OaHKOMATOM.
Ha6upas [TMH-kox, npuKpbiBaiiTe KJIaBUATYpy PYKOM.

PexBusutsl 1 mobas mpoyast HHPOPMAIUS O TOM, CKOJIBKO CpeICTB Bbl CHsM 1 Kakue nudpbi
BBOJWJIA B OAHKOMAT, MOTYT OBITh UCIIOJIb30BAHBI MOIIIEHHUKAMH.

BAHKOMAT JOJI’KEH BbITb «<4YUCTBIM»

OOparaiiTe BHUMaHUE Ha KapTOIIPUEMHUK U KJ1aBUaTypy 6aHkomara. Ecii oHun 060pyjoBaHbI
KaKMUMU-JIMOO0 JOTOJTHUTEIbHBIMH YCTPOMCTBAMH, TO OT UCTIOJIb30BAHMUS JAHHOTO OaHKOMATa JIydile
BO3/I€PKAThCS U COOOIUTh O CBOMX MOJO3PEHMSX 110 YKa3aHHOMY Ha HEM Tese]oHy.

BAHKOMAT JOJIKEH BbITbh ITIOJIHOCTBIO UCITPABHBIM

B clIy4ae HCKOppCKTHOfI p8.60TI>I OaHKOMAaTa — CJIM OH A0JIro€ BpEMA HAXOOUTCA B PEKUME
OXMUOaHUA NI CaMOITPOU3BOJIbHO NIEPE3ArPYKACTCA — OTKAKHUTECH OT €ro UCITOJIb30BAHUA. Benuka
BEPOATHOCTL TOI'O, YTO OH NEPETIPOIrpaMMUPOBAH 3JIOYMbIIIJICHHUKAMU.

COBETYHUTECDH TOJIBKO C BAHKOM

Hukorzaa ve npuberaiite K oMoy MO0 COBETaM TPETHHX JIMIL ITPY MPOBEICHUH OTIepaluii ¢
OaHKOBCKOM KapToi B OankoMmartax. CBspkuTech ¢ Bammm 6aHKOM — OH 00513aH MPeJOCTaBUTD
KOHCYJIbTAIIMOHHBIE YCIIYTH IO padoTe C KapTOu.

HE JIOBEPSIITE KAPTY O®UIIMAHTAM U ITPOIABIIAM

B ToproBeIx Toukax, pecropaHax u Kade Bce AeicTBUA ¢ Bareil niacTMKOBOM KapToil JOJIKHBI
MPOUCXOJUTh B Baiiem npucyrctBumn. B npoTMBHOM cilyyae MOILIEHHUKH MOTYT HOJY4YUTh
PEKBU3UTHI Baiel KapTel Ipy MOMOIIM CHELMAIbHBIX YCTPOUCTB M UCHOJIB30BaTh UX B AaJbHEHIIEM
IJ1l U3TOTOBJICHUS TIOJIENIKH.
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VITPABJIEHUME «K» I[TIPENYIIPEXKJIAET!
INPABUJIA IOBEJEHUA B UHTEPHETE
3amura oT BpeJOHOCHBIX IPOrpamMMm

WHTepHeT Ha3bIBalOT «MUPOM HOBBIX BO3MOKHOCTEW». HO TeM, KTO TOJIbKO MPUIIEIN B 3TOT MUP,
clie/lyeT BeCTU ce0s1 OCTOPOKHO M CTPOro ciieAoBarh npasuiaM noseaeHus B Ceru. Kak u B
peanbHOM Mupe, B VIHTEpHETe JeiicTBYeT MHOKECTBO MOLIEHHUKOB U MPOCTO XYJIMTAHOB, KOTOPBIE
CO3J1AI0T U 3aIyCKaIOT BPEJOHOCHBIE IIPOTrPAMMBI.

Vnpasnenne «K» MB/] P® HannoMuHaeT: 17151 321U THl HOJIb30BaTENIEM OT BPEAOHOCHBIX MPOrpaMmm
pa3paboTaHO MHOXECTBO AEWCTBEHHBIX KOHTpMep. Hamo nuib 3HaTh UX ¥ CBOEBPEMEHHO
WCTIOJIb30BaTh.

Buabl BpeJOHOCHBIX IPOrpamMm

BpCIIOHOCHLIC porpaMmmsl — 000€e IIpOrpaMmMHO€ O6CCHC‘ICHI/IC, KOTOPO€ NpEAHA3HAYCHO JId
CKPBITHOI'O (He CaHKHI/IOHI/IpOBaHHOFO) AOCTYIIa K IIEPCOHAJIbBHOMY KOMIIBIOTEPY C LEJIbI0O XUIIICHUA
KOHq)I/IILCHI_II/IaJ'IBHLIX JaHHBIX, a4 TAKXE IJI1 HAHECCHU A 100010 BUa ymep6a, CBA3aHHOTIO C €10
HCIIOJIb30BAHUEM.

Bce BpenoHOCHBIE TpOrpaMMbl HEPEIKO Ha3bIBAIOT OIHUM OOIIMM CJIOBOM «BHpPYChI». Ha camom niene
BPEJOHOCHBIE TIPOrPaMMbl MOKHO pa3eUTh Ha TPU I'PYIIIIBL:

KOMIIbIOTEPHBIE BUPYCBI;
CeTeBble YEePBHU;

TPOSIHCKHE TIPOrPaMMBI.

KommbloTepHble BUPYCBl — 3TO IPOrPaMMBbl, KOTOPbIE YMEIOT Pa3MHOKAThCSl M BHEIPATh CBOU KOITUU
B JIpyrie MporpaMmsl, T. €. 3apaxarh yxke cymecTByomue (aiiisl. OOIYHO 3TO UCHOTHSAEMbIE
(aibl (*.exe, *.com) WM ¢aisbl, coaepxalme Makponpouenypsl (*.doc, *.xls), koTopsie B
pe3yJibTaTe 3apakeHUsl CTAHOBATCS BPEJOHOCHBIMU.

KomnbioTepHble BUPYCHI CYLLIECTBYIOT JaBHO. B nociieiHee ke BpeMsi, Korja KOMIbIOTEPbI CTaIN
0O0BETMHATH B KOMITBIOTEPHBIE CETH, MOJKII0YaTh K VIHTEpHETY, B IOMOJHEHNE K TPAAUIIMOHHBIM
KOMITBIOTEPHBIM BUPYCaM NOSIBUIMCH BPEJIOHOCHBIE ITPOrpaMMbl HOBOT'O THIIA: CETEBBIE YEPBU U

TPOAHCKUE NMMPOIr'paMMBI.

CerteBble YEPBU — 3TO BPEAOHOCHBIC ITPOIr'PaMMBbl, KOTOPBIEC PA3MHOKATCA, HO HE ABJIAIOTCA YaCTbIO
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Apyrux (aisios, mpeacTapiisisi coOOW caMocTosTeNbHbIE (hailibl. CeTeBble YepBU MOTYT
pacnpocTpaHAThCA MO JIOKaJIbHBI ceTsAM U VIHTepHeTy (Hanpumep, yepe3 3JeKTPOHHYIO IIOYTY).
OcoOeHHOCTh YepBel — Upe3BbIYAHO OBICTpOE «pa3MHOKeHHe». YepBb Oe3 Bariero Begoma Moxer,
HarpuMep, OTIPABUTh «YEPBUBBIE» COOOLIEHUS BCEM PECIOHIEHTaM, ajipeca KOTOPbIX UMEIOTCS B
aapecHoil kuure Bameit moutoBoil nporpammsl. [IomMumo 3arpy3ku ceTtu B pe3ysbTare
JIABUHOOOPA3HOro PaCHpOCTPaHEHUs, CeTeBble YePBU CIIOCOOHBI BBIIIOJHATh ONACHBIE AEUCTBUS.

TpostHCKKEe TporpaMMbl He pa3MHOXKAIOTCS U He PACChUIAIOTCS CaMU, OHA HUYETO He YHUUYTOXKAIOT Ha
BallleM KOMITbIOTEpE, OJJHAKO MOCIIEICTBUS OT UX JESITeIbHOCTA MOTYT OKa3aThCsl CAMBIMU
HEMPUATHBIMU U OIIyTUMBIMU. 3aJ1a4a TPOSIHCKOM MPOrpaMMbl — 0OECIIEYHTh 3JI0YMBIITUICHHUKY
JOCTYyM K Baimemy KOMIbIoTepy ¥ BO3MOKHOCTh YIIpaBJIeHUs UM. Bce 3To mporcxoauT oYeHb
He3aMeTHO, 0e3 3¢ dekTHBIX TposiBiieHuiA. [IpocTo oHax /bl Baria yacTHast nepenucka MOxeT ObITh
omybrkoBaHa B IHTepHeTe, BakHast Ou3Hec-uH(pOopMaIys MpojiaHa KOHKYpeHTaMm, a 6aaHc
JIMLIEBOTO CUYETa Y MHTEPHET-TIPOBaiiiepa UK B JICKTPOHHBIX TUIATEKHBIX CUCTEMaX HEOKHUIAHHO
OKaX€TCA HYJICBbIM WM OTPULATCIIbHBIM.

Be3onmacHoe ucnojb30BaHne SHCKTPOHHOﬁ MMOo4YThbI

SBnssch yIOOHBIM BUJIOM CBSI3H, KaK JIMYHOM, TaK U JIEJIOBOM, 9JIEKTPOHHAS MTOUYTA OCTAETCS OIHUM
U3 CaMbIX MOMYJISIPHBIX CIIOCOOOB pacHpOCTPaHEHHsI BPEJOHOCHBIX Mporpamm B MIHTepHeTe.

OO6BIYHOE COOOIIEHNE JEKTPOHHOMN TTOUTHI — ITO MPOCTO TEKCT, CaM 10 ceOe OH He MOXET OBbITh
onaceH. Ho K coo0mieHnio MOXHO IPUKPENUTh (paiii, Ha3bIBaeMbIi (pailjioM BIOKEHUs WK (hailyioM
NIPUCOEAMHEHMS, KOTOPBII BIIOJIHE MOKET OKa3aThCsl BPEJIOHOCHOM MPOrpaMMON MM 3apaskeHHbIM
BUPYCOM (paitjioM.

TAKTUKA BOPbEbI C BPEITOHOCHbBIMU ITPOI' PAMMAMUN

BpenoHocHbIe TporpaMmbl cpabaTHIBAIOT MTPH 3amycke Ha Bamem kommbiotepe. TakTuka 60pbObI ¢
HMMH JJOCTATOYHO IPOCTa:

HE JOITIyCKaTb, YTOOBI BPEAOHOCHBIC ITPOIrpaMMBl ITOIIAa I Ha Bam KOMIIBIOTEP;
ecau oHu K Bam Bce-Taku MOoIaJii, HA B KOEM CJIy4ae€ HC 3aIllyCKaTh UX;

€CJIM OHM BCE K€ 3aITyCTUIIUCh, TO MIPUHATH MepPbl, YTOOBI, [0 BOBMOKHOCTH, OHU HE MPUIMHIIINA
yiepoa.

KAK YBEPEYLCA OT ITOJIVUEHN A BPEJOHOCHbIX ITPOIT'PAMM

Ecmu Bel nosyumiy cooOIiieHue ¢ BUPYcoM, 3HAUUT, Bbl yke HEBOJIBHO BBHITIOJTHUJIM MIEPBBIH IT1ar Ha
MyTH K 3apakeHunio Baniero KomnsoTepa, MOCKOJIbKY OMACHBIN (DA COXPAHUIICS Ha JKECTKOM JIUCKE.
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IMoka 310 He (aTanbHO, HO OYEHb OIACHO, TOTOMY, MPEXkIe BCEro, HEOOXOJUMO IPEIPHUHATh MEPHI
K TOMY, 4TOObI 3TOTO HE IMTPOMCXOAUIIO BIIPEpb.

Y MHOTMX OMepaToOpOB CBSA3M UMEIOTCS Ha TIOYTOBBIX cepBepax (bUIIbTPhI, OTCEKAIOIIHE
1oJ03pHTebHbIe TIocaanust. OHaKO, HECMOTPSI Ha 0YeBUAHYI0 3(DPEKTUBHOCTH OOIIECHCTEMHOTO
dubTpa, 715 obecreyeHns: 6e30MaCHOCTH €ro BCe-TaKu HEJIOCTATOYHO, MMOCKOJIbKY OH PACCYMTAaH Ha
00e3BpekMBaHNE yKe N3BECTHBIX BUPYCOB, TOT/Ia KAK HOBBIE BUPYCHI MOTYT OECIPENSITCTBEHHO
NOMa/aTh B MOYTOBbIN AIMKK. [109TOMY MOJIb30BATEN0 HEOOXOAUMO MPUHATD TOMOJTHUTEIBHBIE MEPBI
0€30IaCHOCTH.

Cambli AefCTBEHHBIN CIIOCO0 OrpaJuTh OT BPEJOHOCHBIX MPOrPAMM CBOH IMOYTOBBIH SIIIUK
—3aMpeTUTh IPUEM COOOIIEHHH, COAEPKAIIMX UCIIONHAeMble BJIOXeHus1. Eci aboHeHT BKIIIoYaeT
MOJ00HBIN (PUIILTP, TO BCE COOOIICHUSI, COAEpKAIIIE UCTIOTHSAeMbIe (pailiibl, Oy IyT aBTOMATUIECKH
YAQISTHCS HETTOCPECTBEHHO Ha TIOYTOBOM CEpBepe.

HecMoTps Ha KaxyIyocs: paJIuKajJIbHOCTh IOJOOHOW Mephbl, OHa O4YeHb I(P(EeKTUBHA U B
OOJIBIIIMHCTBE CITy4aeB He MPUBOJUT K HEYJO0OCTBAM WJIM OrpaHUYEHUSIM BO3MOKHOCTE!
OJIb30BaTEIEN.

Bo-niepBbiX, Kak MpaBUIIo, 1O JEKTPOHHOM IOYTE Yallle BCEro PacChUIAIOT JOKYMEHTHI U
n300paxeHusi, HO He MPOTrPaMMBI.

BO-BTOpLIX, B ClIy4ac HGO6XOIII/IMOCTI/I MOJIY4YCHU A TPOrpaMMEBI 110 IIOYTE, MOKHO IOTOBOPUTHCA C
OTIpaBUTEJIEM, YTOOBI OH TPEJBAPHUTENIHHO YIAKOBAJI €€ C TIOMOIIBI0 KAKOro-JIM00 apXUBaTopa,
Hanpumep, Winzip win WinRar. Tlonb3a nosyunrcs qBoiHasi, HOCKOJIBKY pa3Mep MOJIy4YE€HHOTO
(paiina-apxuBa 10JoKEH ObITh FOPA3/10 MEHBIIIE pa3Mepa U CXOIHOro daiiia.

Nmeertcs emeé oauH crnocod He COXPaHATh MOA03PUTEIbHbIE COOOIIEHNSI Ha CBOEM KOMITBIOTEPE.
Hapno cHauana npocMaTpuBaTth TOJIBKO 3ar0JIOBKM COOOIIEHUH U YIaJIATh HEHYKHbIE MMCbMa
HEMoCpe/ICTBEHHO Ha CepBepe, He CKauMBasi X Ha CBOW KOMITbIOTEP.

KAK 3AITPETUTD BbIIIOJIHEHME BPEJJOHOCHBIX ITPOI'PAMM

BBIBaIOT 00CTOATENBCTBA, MTPU KOTOPHIX HEBO3MOKHO OPraHU30BaTh PadOTy TaK, YTOOBI HE MOJIy4aTh
COOOIIEHHsI ¢ UCTIOTHSIEMBbIMU (haitiaMu. B 3ToM ciiydae ecTb BEpOSITHOCTb OJTYYUTb COOOIIEHHUS C
BPEIOHOCHBIMH ITPOTrpaMMaMK. 3HAYHT, HEOOXOJMMO NPUHSTH MEPBI, YTOOBI BPEOHOCHbIE
MPOrpaMMBbl HU B KOEM CJTydae He ObUIM 3aITylleHbl Ha BHITIOJHEHNUE.

UroOsl 3amycTUTh (DAl BIIOKEHHUS HA BHITIOJHEHUE, CIEIyeT OTKPHITh COOOIIEHNE B OT/IETbHOM
OKHe, IBaX/Ibl IIEJIKHYB 110 CTPOKE COOOIIEHHS B CITUCKE (COOOIIEHUE C BIOKEHUEM ITOMEYEHO
CKPETKOM) ¥ OTKPHITh (DaiijI-BIIOKEHHE, IBAXK/IBI IETKHYB 10 UMEeHH (paiiljia B 3ar0JIOBKE COOOIIeHU ST
(none «ITprcoeauHUTH» ).
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YuutheiBas CKa3aHHOC, H€O6XOL[I/IMO B34Tb 3a IIPaBUJIO:

HE OTKPBIBATh COOOIIEHUE (IBAK/IBI IIEJTKHYB MBIIIKOI), OCOOEHHO €CJIM OHO MPUIILIO OT
HEW3BECTHOT'O OTIpaBuTeNsl. TEKCT MOKHO MPOUYHTATh B PeXKMUME OBICTPOrO MPOCMOTPA: KOTAa MpH
OJJMTHOYHOM IIIEJTYKE MBIIIKOW Ha COOOIIEHUH B CITCKE TEKCT COOOIIEHUs 0TOOpaXaeTcs He B
OT/IEIBHOM, @ B OCHOBHOM OKHE ITPOrPaMMBl.

Vnpagnenve «K» MBJ] P® pekoMeHIyeT HEeMeJICHHO yIalisiTh BCE MOJO3PUTEIbHBIE COOOIIEHHUS.
Hukorpa He oTKpbIBaiiTe cpa3y MpUCIaHHble (Dailbl-BJIOKEHHS, B TOM YHUCIIE TIOJyYeHHBIE OT JApPY3€eH,
KOJUIET WM OT UMEeHHU U3BeCTHHIX (pupM. [IprHMMaiiTe BO BHUMaHUE, YTO COOOIIEHUS OT SIKOOBI
3HAKOMBIX JIMI] MOT'YT OKa3aThCsl PACCHIIKAMU, OTIPABJICHHBIMU CETEBBIMU YEPBSMU. Takke UMenTe
B BUJY, 4TO O€3 Balllero BeJJOMa HU O/IHA YBakaeMasi OpraHu3alius He OyJeT pacchulaTh (hailibl, 1axe
€CJIM TO BaXXHbBIC JAHHBIE, TaKKe, KaK OOHOBJICHUsI CUCTEMBI WJT OUYepe/IHas 3alUTa OT BUPYCOB.

PACIINPEHUE ®AJIA — 3TO BAXKHO

Oopamaiite BHUMaHKe Ha paciupenue ¢aina. OcoOyio OracHOCTh MOTYT MPEICTABIATH (DAKIBI CO
CJIEIYIONMHU PACITUPEHUSIMH:

*.ade, *.adp, *.bas, *.bat, *.chm, *.cmd, *.com, *.cpl, *.crt, *.eml, *.exe, *.hlp, *.hta, *.inf, *.ins,
*isp, *.jse, *.Ink, *.mdb, *.mde, *.msc, *.msi, *.msp, *.mst, *.pcd, *.pif, *.reg, *.scr, *.sct, *.shs,

* url, *.vbs,*.vbe, *.wsf, *.wsh, *.wsc.

BpenoHnocHsie (aiisibl 4acTo MacCKUPYIOTC MOJ] OObIUHBIE rpaduueckue, ayano- u Buaeodaiisl. s
TOr0, YTOOBI BUJETh HACTOSIIIEE paciiipenue (aiia, 0053aTeIbHO BKIIOUUTE B CUCTEME PEKUM
OTOOpakeHUs paclIMpeHuit (pansoB.

KAK ITPABUJIBHO YIAJIATH COOBIIEHUE U3 ITOYTOBOM ITPOI'PAMMEI

ByapTe 04eHb OCTOPOKHBI IIPH MOJTyYEHUH COOOIIEHNH ¢ (hailtaMu-BiIoKeHusAMH. [lono3puTebHbie
COOOIIEHH JTIydllle HEMEJIEHHO YIaJIAATh.

YUroOsl yoauTh COOOITIEHNE B TIOYTOBOM ITPOrpaMmMe MOJTHOCTHIO:

yJIaJIMTe COOOIeHne U3 Nanku «Bxoasimues;

yIaJIuTe COOOIICHNE U3 TIANKU « Y IaJICHHBIE»

BBINOJIHUTE HaJl nankamu onepaiumio «Cxare» (Paitn/Ilanka/Cxarh Bce manku).

3AIUTA SJIEKTPOHHOM ITOYTHI
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K coxanenuio, Hesb3s UCKITIOUaTh CITy4dau, KOrja MpuchuiaeMble (haiiyibl Bce-Taku OyayT 3aIlyIeHbl.
OniHaKo M B 3THX CIydyasX MOKHO IPUHATh KOHTPMEPHI.

B nepByto ouepenp, ciaeaute, YTOOB! y Bac ObUIM YCTAHOBJIEHBI CaMble TIOCJIEJHUE OOHOBJICHUS
nporpamm. HenmmHum OyzieT ycTaHOBUTH MEPCOHAIBHBINA MexkceTeBol skpaH (firewall). B Hém
clle/lyeT yKa3aTh MCUEPIbIBAIOIIMIA CIIUCOK MTPOrpaMM M AOCTYITHBIX UM MOPTOB U cepBUcoB. Kak
TOJIbKO KaKasi-IMO0 He3HAKOMasi IPOrpaMMa TOTBITAETCS OTIPABUTH MOUTY, OHA TYT Xe OyAeT
oOHapy’KeHa, ¥ 3apa3a He paclpoCTpaHUTCs ¢ Barero kommeioTepa Jasblie.

Kpome Toro, otrciexmuBath 1 OJIOKMPOBATH OMACHBIE ACHCTBHSI, KOTOPbIE MOTYT BBITIOJIHSATh
BpEIOHOCHBIE TIporpamMMmBbl (oOpailieHre K (paiiiam, 3arpy304HOi 00JIaCTH JUCKA, CUCTEMHOMY
peecTpy M T. I.), CHOCOOHHI CIIeNMaIbHBIE TPOrPAMMBI-CTOPOXka, OOBIYHO BXOASIIIE B COCTAB
AHTUBHUPYCHBIX ITAKETOB. OHU aBTOMaTUYECKHU 3aIlyCKalOTCA Ha BBIIIOJIHEHUE TIPU 3arpy3Ke
OIEPAIMOHHOM CHCTEMbI M HE3aMETHO MPOCIIEKMBAIOT JEUCTBHUS IIPOTPaMM.

BYAbTE B/IUTEJIbHbI!

Vnpagienve «K» MBJ] P® pekomenyeT Oosbliie BHUMaHKS 00paiarh Ha TO, YTO MPOMCXO/IUT Ha
BallleM KOMIIbIOTEPE BO BpeMs ceaHca cBsa3u ¢ MHrepueroM. Ecim Bel 3amerure, 4to B TO Bpems,
Koryia Bel He BHINOJIHsIETe HUKAKUX JISHCTBUI, HE IPOMCXOIUT OOHOBJIEHHE aHTUBUPYCHOTO
MPOrpaMMHOr0 0OecTieYeH s 1 KOMIIOHEHTOB OIEPAIIMOHHON CUCTEMBI, & MHAUKATOP aKTUBHOCTH
nepeJayr JaHHBIX 110 CETH TOBOPUT 00 0OpaTHOM, HEMEJIEHHO MPEKPATUTE CBSI3b U ITPOBEPHTE
KOMIBIOTEP aHTUBUPYCHBIMU TPOrpaMMaMu. THIMKATOPOM aKTUBHOCTU pabOTHI C CETHIO MOXKET
CJLy’KUTb BHEIIIHUM MOZAEM (JIAMIIOYKHM MUTAIOT), 3HAYOK JIBYX COEJMHEHHBIX KOMIIBIOTEPOB,
MOSABJIAIOLIMICS ITPU YCTAaHOBJIEHUH CBSI3M BHU3Y Ha NaHEJ M 3a/1a4 (MUTaeT).

be3onacHoe nucnoan3oBanne tejaekongepennui u ICQ

CambIM rycTOoHaceJIeHHbIM BUPYCaMu MecToM B VIHTepHeTe, 110 MHEHUIO CHIELUATUCTOB-
AQHTHBHUPYCHHUKOB, OCTaeTCsl, TaK Ha3biBaeMasi, ceTh Usenet, BKITIOYaloIas B cebst pa3HOOOpa3HbIe
IpYIIBI HOBOCTEH (TeJIeKOH(EPEHLIUN).

Jlpyrumu cjioBamMu, HOBOCTU — 3TO OU€Hb HEHAJIC)KHBI UCTOYHUK B CMBICJIE MOJTy4YeHusl (DaiisioB,
MOSTOMY OTHOCUTBCSI K HUM HaJI0 O0Jiee YeM OCTOPOXKHO.

CrapaiiTech N0J1b30BaThCSI HOBOCTSMM IO MX MPSMOMY Ha3HAUEHHUIO: 171 MOAepKaHUsl AUCKYCCH,
oOMeHa MHEHUSAMH, UH(pOpMaLIMeid, HO He B Ka4eCTBe CTOYHMKA OecruiaTHbIX nmporpamm. Popma
B3aUMOJIEHICTBHUSI B HOBOCTSIX — 3TO BCE TOT K€ OOMEH IMOYTOBBIMU COOOIIEHUSIMH, TIOITOMY TIPH
paboTe ¢ HOBOCTSIMU UCTIONb3YHTE Te K& peKOMEH/IAIMHY, YTO ¥ ITPU padboTe C 3IeKTPOHHOU MOYTOM.

Jpyroii HeMPUATHOCTBIO TIPU PAdOTE C HOBOCTAMU (M APYTMMHU TIOJOOHBIMU CEPBUCAMHK) MOXKET CTaTh
OrJIacKa Ballero 3JIEKTPOHHOTO TTOYTOBOTO a/ipeca, KOTOPbI BIIOCTIEICTBUUA MOKET ObITh
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MCTIOJIb30BaH IS CIIAM-PACCHIJIOK MJIM PACCBUIOK COOOIIEHUH ¢ BUPYCAMHU.

Korza BbI momeriaere cooOIieHre B rpyrie HOBOCTEH, B HEM BCeria COAePKUTCS Balll 0OpaTHBINA
azipec. DTO NMOTEHIMAIBHO ONACHO, MIOCKOJIBKY CYIIECTBYIOT CIIELMAIbHbIE IPOrPAMMBI, KOTOpBIE
CIIOCOOHBI ABTOMATHUYECKH CKaHUPOBAaTb HOIIO6HI>I€ O6T)HBJI€HI/I$I, BbIYKMBasA U3 HUX IMOYTOBLIC
azipeca.

OpnHako Takue MporpaMMHbIE aBTOMATHI JIETKO 0OMaHyTh. MI3MenuTe cBoi 0OpaTHBIi ajipec,
BKJIIOUMB B HETO HEKOTOPYIO BBIAEIISIOILYIOCS YacTb, Hanpumep, 1.Ivanov-DEL-@provider.ru:
OOBIYHBIE MTOJIb30BATEIN ONMYT, KAKOB Bail HacTosmmii agpec, a mporpaMmbl OyIyT UCIIOIb30BATh
0OMaHKY «BCIICTTYIO».

Be3onacHoe ucnoan3osanne neigxkepos ICQ

[Merimxepst ICQ Takke SBISIOTCS CEPBUCAMMU MOBBITIEHHON OMAacHOCTH. [lesio B ToM, 4TO, Kpome
POCTO OOMEHa COOOIIEHUSIMU, OHU JIAI0T BO3MOKHOCTh OOMEHHMBAThCS (paiiiaMu, KOTOPbIe MOTYT
OKa3aTbCsl BPEIOHOCHBIMU MPOrpaMMaMHU.

[TpaBuia paboThI C (pailjlaMu TaKue Ke, YTO U MPH IpuemMe (haityIoB-BIOKEHUH 10 3IEKTPOHHOM
1oYTe: HUKOI/1a He OTKPBIBAWTE MPUCIaHHbIE (Dailiibl, TPEeJBAPUTEIBHO HE IPOBEPUB UX
AHTUBUPYCHOM mporpamMMmoil. He nopgasaiitech xkejlaHUI0 HEMEAJIEHHO IOCMOTPETh (poTorpacun
coOeceHrka. CHavasa mpoBepbTe, He SIBJISIETCS JIU MPUCIIAHHBIN (haiiyl oAaeKon 1oy (aiii-
n300paxeHune, crapaiTech He pasrianarh HHGOpMaIuIo o cede.

3amura IP-aapeca komnboTepa
Hpyras noreHuuaipHas onacHoctb ICQ — Bo3MoskHOCTD onpenenenus [P-anpeca Bamero

KOMITBIOTEPa, KOTOPBI MOXET ObITh MCIIOJIL30BaH [JIs1 BO3ENCTBUs u3BHe. Pabortas B ICQ,
00s13aTesIbHO yCTaHOBUTE (hJIaKOK, 3alpelInaloyil mokassisaTh [P-agpec.

OBIIUE PEKOMEHJIAIIMH 1O OBECIIEYEHHIO BE3OIIACHOY PABOTHI B
NHTEPHETE

1. AHTUBUPYCHBLIE [TPOI'PAMMBI — BAIIU TTEPBBIE 3AHNIUTHUKNA
YcraHOBUTE aHTUBUPYCHOE MTPOrpaMMHOE 0OECIIeYeHUE C CAaMBbIMK TIOCJIEIHUMHA OOHOBJICHUSIMU
AHTUBHUPYCHOM 0a3bl. PeryisipHo OOHOBJISIITE aHTUBUPYCHBIE TIPOTPaMMBI JIMOO pa3peliaiire

aBTOMATHUUYECKOE OOHOBJIEHUE IIpH 3aIpoce MmporpaMmmasl.

2. OBHOBJIEHUA - 9TO ITOJIE3HO N BE3OITACHO
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OtcnexuBaiTe MosiBJIIEHNE HOBBIX BEPCHUI ONEPALIMOHHBIX CUCTEM U CBOEBPEMEHHO YCTaHABJIMBANUTE
OOHOBJICHUS K HUM, YCTPaHSIOIe OOHAPYKEHHBIE OITUOKH.

1o BO3MOKHOCTH OTKa3bIBAUTECh OT UCIIOJb30BAHUS CTAPHIX ONEPAIIMOHHBIX POrPAMM B IMOJIb3Y
OoJiee COBpeMEeHHBIX. PerysisipHo OOHOBJISIIATE MOJIb30BaTEILCKOE MTPOrpaMMHOE 0OecTieueHue ISt
paboThI B CETH, TAKOE KaK MHTEPHET-Opay3ep, MOUYTOBbIE MPOrPaMMBbl, YCTAHABIIBAsI CAMBIE
[ocJIeJHUE OOHOBJIEHHUA.

[ToMHUTE, YTO OOHOBJIEHUSI OTIEPAITMOHHBIX CUCTEM Pa3padaThIBAIOTCS C yYETOM HOBBIX BUPYCOB.

3. HACTPOMTE CBOM KOMIIBIOTEP ITPOTUB BPEJJOHOCHBIX ITPOTPAMM

Hacrpoiite onepaiyoHHyI0 CUCTEMY Ha CBOEM KOMIThIOTEPE TaK, YTOObI 00eCeUYNBAIIICH OCHOBHbIE
npaBuiia 0€30MacHOCTH MpU padoTe B CETH.

He 3a0yapTe MOAKOPPEKTUPOBATh HACTPOMKH MOYTHI, Opay3epa M KJIMEHTOB APYTUX UCIIOJIb3YEeMBbIX
CEpBHUCOB, YTOOBI YMEHBIIIUTb PUCK BO3JEHCTBHS BPEJOHOCHBIX MPOrPaMM U MO/IBEPKEHHOCTD
CETEBbIM aTaKaM.

4. TIPOBEPSIMTE HOBBIE ®AMNJIBI

Hukorzna He yctaHaBIMBaiTe M HE COXpaHsiTe Oe3 MpeaBapuTeIbHON NPOBEPKH aHTHBUPYCHOH
IporpamMmon (paiJibl, NOJYUYEHHBIE U3 HEHAIEKHbIX MICTOYHUKOB: CKaYaHHbIE C HEU3BECTHBIX web-
CalTOB, MPUCJIAHHBIE MO JIEKTPOHHOM MOYTE, MOJy4YEHHbIE B TeleKoH(pepeHMsx. [lono3puresbHbie
(paiiibl nyuliie HeMeUIEHHO YAAJISTS.

[TpoBepsiiiTe Bce HOBBIE (haidyibl, COXpaHsieMble Ha KoMIlbloTepe. [lepuoauuecku nposepsiiite
KOMIBIOTEP HOJIHOCTBIO.

5. BYJIDbTE BAUTEJIbHBI 1 OCTOPOJXHbI

ITo BO3MOXXHOCTH, HE COXPaHANTE B CUCTEME NAPOJIH (1 YCTAHOBKU COelMHEHUM ¢ MIHTEpHETOM,
1151 3JIEKTPOHHOM MOYTHI U Ap.) U NEPUOJUYECKU MEHSUTE UX.

[Tpu nonyyeHrnn U3BEUICHUI O HEIOCTABKE IMOYTOBBIX COOOIEHNUI oOpalaite BHUMaHUe Ha
NPUYUHY U, B Cydae aBTOMATUYECKOTO OMOBEIIEHHsI O BO3MOKHOM OTIIPaBKe BUPYCa, HEMEIJIEHHO
MIPOBEPSNTE KOMITBIOTEP AHTUBUPYCHOM IPOrPaMMOIA.

6. PEBEPBHOE KOITMPOBAHUE - TAPAHTUA BE3OITACHOCTU

PerynsapHo BbInonHsTE pe3epBHOE KONMPOBaHUE BaxkHOUN nH(popmarmu. [loaroroBbre 1 XxpaHure B
JOCTYITHOM MECTE CUCTEMHBIN 3arpy304HbIM AUCK. B cilyyae mono3peHus Ha 3apaXkeHue KOMIboTepa
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OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
Crnencrsennoro komurtera Poccuiickoi Mejiepanmm
no UBanosckoi obnactu

BPEJOHOCHOM ITPOrPaMMOM 3arpy3UTe CUCTEMY C JUCKA U IIPOBEPbTE AHTUBUPYCHOM ITPOr PAMMOM.

[Momuute! Ecnu Ber unu Barmm 65u3kue craiy skepTBaMu MOIIIGHHUKOB WM BbI oj1o3peBaere, 4To B
OTHOIIeHNH Bac riaHupyloTcsi IpOTUBONPABHBIE IENCTBUS — HE3aMeIUTEIbHO 00paTUTeCh B
OMVDKAUIIUE OT/IeN MOJUIMK JTMOO HAMUINKTE 3asiBjieHue Ha odurmanbHom caiite MBI Poccuun
www.mvd.ru

Aodpec cmpanuypi: https://ivanovo.sledcom.ru/folder/876260
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